Ensuring HIPAA Compliance in Text Messaging

Texting is convenient, but it raises privacy and security issues when dealing with
health information. This article explains how chiropractors and their staff can use text
messaging to communicate with patients while following HIPAA rules.

Key Concepts

e How text message communications can pose risks to patient privacy
e Texting securely in chiropractic practice
e Maintaining HIPAA compliance when texting patients

Many chiropractors and staff members find that text messaging provides quick access
to the information they need to make healthcare decisions and is a convenient method
for communicating with patients. Yet, texting presents privacy and security concerns.

Typical short message service (SMS) texting does not offer the security necessary for
sending protected health information (PHI). As a result, patient privacy might be
compromised if unauthorized individuals can view texted data, devices are lost or
stolen, or messages remain on servers in unencrypted formats.

In some limited situations, SMS texting may comply with HIPAA. For example,

the HIPAA Journal explains that healthcare providers may send text messages to
patients only if the content of the messages does not include personal identifiers and
the messages comply with the minimum necessary standard. Chiropractors also must
warn patients about the risks of communicating personal information over an
unencrypted channel.

To ensure HIPAA compliance in texting, chiropractic practices should use secure
messaging systems and have policies and procedures in place that comply with

the HIPAA Security Rule (relevant to the electronic transfer of PHI), or the patient
should give permission to text using an unsecure system. In the latter case, healthcare
providers must provide the warning mentioned above.

Chiropractic practices also should incorporate information related to text messages
into organizational health record documentation policies. HIPAA specifies that
individuals have the right to view and amend PHI used to make clinical decisions about
their care, which might include information sent via text messages.


https://www.hhs.gov/hipaa/for-professionals/security/laws-regulations/index.html

In 2024, the Centers for Medicare and Medicaid Services (CMS) indicated that
healthcare providers may now text patient information and patient orders in hospitals
and critical access hospitals as long as a HIPAA-compliant secure texting program is
used and it complies with the conditions of participation at 42 CFR 482.24 and 41 CFR
486.638.

To be in compliance, chiropractic practices and providers must do the following,

e Use and maintain secure and encrypted messaging systems/platforms that
ensure the integrity of author identification and minimize the risks to patient
privacy and confidentiality per HIPAA regulations.

o Be certain that texted patient information or patient orders are dated, timed,
authenticated, and promptly placed into the electronic health record (EHR).

e Ensure that patient information or patient orders transmitted into the EHR are
accurate, complete, filed and retained in the proper place, and accessible.

o Develop and execute policies and procedures that require checking the security
and integrity of the text messaging systems/platforms on a set basis.
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This document should not be construed as medical or legal advice. Because the facts applicable to your situation
may vary, or the laws applicable in your jurisdiction may differ, please contact your attorney or other professional
advisors if you have any questions related to your legal or medical obligations or rights, state or federal laws,
contract interpretation, or other legal questions.
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