Password Security Best Practices for Chiropractic
Practices

In the current healthcare technology landscape — which includes robotics,
telehealth, artificial intelligence, 3D printing, nanomedicine, virtual reality,
and more — password security might seem archaic. Chiropractors have used
passwords for years to log in to various organizational systems, and doing so
has likely become second nature. Recently, however, cyberattacks and data
breaches have heightened security concerns for chiropractic practices,
emphasizing the need to develop new security strategies and revisit old
protocols.

Although the concept and purpose of passwords are not new, these security
controls still prove troublesome in chiropractic care, where "deficient user
authentication and excessive user permissions are frequently named as the
leading risks to the enterprise.”* Examples of common password issues
include staff creating weak passwords, sharing passwords, writing
passwords on paper, posting passwords in visible locations, and forgetting to
log out of systems.

Unfortunately, even minor oversights in password security can result in
significant consequences. Failure to follow best practices for creating,
updating, and recovering passwords might put confidential and protected
information at risk, potentially increasing the risk of cyberattacks, data
breaches, and HIPAA violations.

Below are lists of “do’s” and “don’ts” for password security, curated from
various cybersecurity resources.2 Use these recommendations to review your
chiropractic practice’s current password protocols and pinpoint potential
security issues. Proactively addressing security gaps can help mitigate
cybersecurity risks and protect sensitive and proprietary information.



Password Do’s

« Require a password login for all organizational systems that contain
protected health information, confidential files, or sensitive data.

o Change default passwords that come with systems or programs
immediately after installation.

« Establish security standards that require passwords to be at least eight
characters long and use a combination of uppercase and lowercase
letters, numbers, and symbols. Some organizations, such as the
Cybersecurity and Infrastructure Security Agency, recommend a
minimum of 16 characters.

« Consider requiring passphrases rather than passwords for systems or
programs that contain highly sensitive information. A passphrase is
typically a sentence or a combination of words, numbers, and symbols.
Passphrases typically are longer than passwords.

« Encourage staff members to break common password weaknesses,
such as placing capital letters at the beginning of a password and
numerals at the end.

o Use two-factor or multi-factor authentication. This method involves a
password and at least one other identifying technique, such as an
electronic identification card, key fob, or fingerprint recognition.

o Consider implementing (a) password monitoring to screen for weak,
commonly used, expected, and compromised passwords, or (b)
password managers/vaults to help generate complex and unique
passwords for various systems that employees can easily access
through a strong master password.

« Configure systems to prevent users from repeating the same password
within a specified timeframe in the event that a password needs to be
reset.



Enable a password reset function on your systems so that staff
members can change forgotten passwords once their identities are
authenticated.

Implement an account lockout function that triggers after a certain
number of failed attempts and set accounts to automatically disable if
they are inactive for a predefined amount of time.

On devices or systems that have optional password protection, make
sure to enable this feature.

Password Don’ts

Advise staff members to avoid passwords or passphrases that:

o Contain common words or terms, even if the spelling is slightly
altered (example: Practic31234 or Chir01234).

o Use common phrases, famous quotations, and song lyrics (e.g.,
2BeOrNot2Be?).

o Contain personal information, such as first, middle, or last names;
pets’ names; street names; Social Security numbers; etc.
(example: JaneDoel1975).

o Are overly simplistic or easily guessed (example:
PassWord1234).

o Use adjacent keyboard combinations (example: qwerty1234).

o Contain pop culture references (example: StarWar$2024).

o Use information found on social media sites (example:
@JaneDoeTweets).

Avoid systems that use password hints or knowledge-based
authentication (KBA) as a method of password recovery. Evidence
suggests hints often are weak password forms (example: favorite
science fiction movie), and KBA selections can be easily guessed or

researched (example: mother’s maiden name).



« Aduvise staff to not write down passwords as a method of remembering
them, even if they think they are concealed.

« As part of security policies, prohibit staff from sharing passwords with
other personnel or letting others use a system or network while they
are logged in.

« Recommend that staff do not use the same password for multiple
systems and personal/professional accounts.

In Summary

Although no strategy can guarantee complete protection, following best
practices for password security and avoiding known password vulnerabilities
can improve your practice’s ability to defend against cyberattacks and data
breaches.

Cybersecurity is an issue that will continue to evolve and present challenges
in chiropractic care. As hackers hone their password-cracking skills with
emerging tools and technologies, implementing emerging best practices for
password security will be an essential part of chiropractic practices’ security
protocols and staff education priorities.

To learn more about safeguarding systems and data, see the curated links

in MedPro’s Risk Resources: Cybersecurity.
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